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Kak o6ecneuntb 6e3onacHoCTb AlaHHbIX
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To, UTO AaHHbIE HYXHO 3aliMlLiaTb, MOHSATHO AAXe eXWKy B TyMaHe. B ocobeHHOCTM 3TO
Kacaetcs 6a3 AaHHbIX, MOTOMY YTO B KOPMOPATMBHbIX XPaHWIULLAX OYE€Hb YaCTO XPaHWUTCS
BCS XWU3Hb (UPMbl. HO 3aluMLLaTb HYXXHO HE TOJIbKO OT XaKepoB, HO M OT 0CO60 OflapeHHbIX
YaMHUKOB, KOTOPblE CBOMMW HENEMbIMU PYyYOHKAMM BEYHO YAANSAOT HE TO, YTO HYXHO.

Cynep agpMMH

Bo Bpems yctaHoBkn MS SQL Server 7.0 n Mnagwe uMs agMMHUCTpaATopa Mo YMOAYaHUIO
Bblbupanocb sa (System Administrator). MNaponb MOXHO 6blLJI0O He yKasbiBaTb, U CUCTeMa
abcontoTHo 6e3 npobnem xaBana 4yToO yrogHo. B aToM MS kak Bceraa BblAensanacb, XOTs Ha
KaXAoM Yyrny BecaT nakaTbl, YTO HeNnb3s YyCTaHaBAMBaTb MNyCTble MNapoan, OCO6EeHHOo
aAMWUHCKMM YYEeTHbIM 3anucsam.

HaunHaa c¢ MS SQL Server 2000, yCTaHOBLUMK YyXXe npeaynpexaaer O BO3MOXHbIX
npobnemax, ecnm He ykasaTb NMaposjb. HakoHeu-TO KTO-TO yBUAEN Haanucb Ha 3abope, 4To
Henb3s BbibMpaTb MpPOCTble Maposn, a MNycrtom napofb 3TO Boobuwe npobonHa B
6e30nacHOCTK, Kak Abipa B kopnyce TutaHmka. C TakMMu NaposisiMn TOHYT B MepBble Xe AHU
nJjaBaHbs.

Korga ycraHaBnmBaewb 6a3y f[aHHbIX, W WHCTANNATOpP MpeasioxXuT BbibpaTb naponb,
o6s3aTeNIbHO yKa3biBal bluTO-HMOYAb HEe KOpo4ye, yeM 8 CMMBOJIOB M CNOXHOEe ans nogbopa.
OTO 3HAuMT, YTO Henb3s BbIGMpaTb B KayecTBe Maposis YMTaeMble COBa WM AaTbl, Takue
Bewun nopbupatoTca 3a NATb cek. Jlydwe BbibpaTb 4YTO-TO HeumTaemoe. JIMUHO S Bcerga
Hayrag Habupalw 4To-HMOYAb Ha KaBMAType, a MOTOM MPOCTO COXPaHSA 3Ty epyHay B
CeKpeTHOM palne, KOTOpbIN 3aluuLiad OT TaKuUx

XaKepoB Kak Tbl. B HacTosiLee BPeEMS HU OAMH CalT U

XoyeTcs 3aMeTUTb, 4YTO BO BpeMsl YycTaHoBku | HW OAHa KOHTOPa HE MOXET MPOXUTb
MySQL pno0 cux nop B KayecTBe aaMMHa 6e3 yaobHoro xpaHunuuwa ans
MCMOJIb3YETCA y4yeTHas 3anucb root 6e3 napons. | AaHHbIX, B KA4ECTBE KOTOPOro Haule
STa 3anucb He cBs3aHa C Mosib3oBaTenem root U3 | BCEro BbICTynatoT 6asbl AaHHbIX. B
OC, nosToMy Mapoib Heo6X0AMMO MOMeHsTb | WMCTOpMK Bblin ciyyan, koraa

cpas3y nocne yctaHoBKW cepBepa. [Ans ero cMeHbl | YHWHTOXEHNE KakKnX-TO AaHHbIX

HaZO0 BbINOMHWUTL KOMaHAY: npuBoAMNIO K 6aHKPOTCTBY (PUPM U3-
3a AWNeTaHTCTBa aAMUHOB.

/usr/bin/mysqgladmin —uroot password newpass

BMecTo newpass Hy>HO yKasaTb HOBbI/ Naposib Nosib30BaTeNs root.

Pa6ora cepBuca

Cnegywowmne 3amedaHus kacawTtcs Tonbko Windows 6a3 gaHHbIX, MOTOMY 4YTO BCE OHM
paboTaloT B cucteme Kak cnyxbbl. Mo ymonuaHuio Bce cnyxbbl B Windows paboTtatoT nog
CMCTEMHOM Y4YeTHOM 3anucbio. HO y Hee CAMWIKOM MHOrO rnMpaB M eCcnu Xakep 4depes bar
CMOXET NPOHMKHYTb B cepBep 6a3bl AaHHbIX, TO CMOXET BbIMNOMHATb KOMaHAbl B CUCTEME OT
MMEHM JIOKaNbHOro nonb3oBatens. YTobbl oOrpaHUMYMTb MpaBa, HYXHO W3MEHUTb
nosb3oBaTtenss, OT WMEHM KOTOpOro crapTyeTr cnyxba. [Ans 3T1oro Bouaum B [laHenb
ynpasnenuns/AaMuHmncTpmpoBaHune/Cnyxbbl U Hahan 3aecb cnyxbbl cBoero cepsepa. Ans

SQL Server 310: MSSQLServer n SQLServerAgent. [1Baxabl wenkaem no obemm 3anncsm u B
NOsSIBUBLLEMCS OKHE CBOWCTB NepexoAmM Ha 3aknaaky Log on (Bxoa B cucremy).
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MSSOLSERYER Properties {Local Computer) |

General LogOn | Fieccnveryl Dependenciesl

Log on as:

&+ i ocal System accourt:

[ Allow service to interact with desktop

£ Thiz account: I Erawze. |

Eazawond; I

LEanfirm password: I

“'ou can enable or dizable thiz service for the hardware praofiles listed below:

Hardware Profile | Service |
Frofile 1 Enabled
Erctle | Disable |

] I Cancel | Apply |

Hactpovika y4eTHOow 3anmcu Criyx6bl

Tenepb BblbnpaeM nyHKT This account (C y4yeTHOWM 3anuncbio) M yKasblBAe€M UMS U MapoJsib
HY>XHOro nonb3oBaTens. B naeane, Heo6xoAMMO CO34aTb B CUCTEME HOBYH YYETHYHO 3aMuUChb,
KOTOpPOW npenocTaB/ieHbl TONIbKO Te NpaBa, KOTOPble peasnbHO HYXHbl 3TOMY cepBucy. Hudero
JINIHEro fAaBaTtb Hesb34.

Pa6boTta nemMoHa

B Linux gena o6CTOAT HEMHOrO CNOXHee, HO HaMHOro 6esonacHee. 34eCb HYXHO CO34aTthb
BUPTYaNbHYO AUPEKTOPUID, KOoTopas byaeT aABASATbCA KOpHEBOW Ans cepBuca. Onsa aToro A
peEKOMeHAYlo cKadaTb yTunuTty jail c canTta http://www.jmcresearch.com/projects/jail/.
MpuMep paboTbl yTUANTLI PaCCMOTPETb HE MOrY, MOTOMY YTO CKOBbIBAOT 06beMbl XypHana, a
TYT HYXHa OTAeNbHas CTaTbs, MO3TOMY PpacCKa)Xy TOJIbKO NpuHuMn. 3a 6onee noapobHomn
MHPOM MoxXewb 06paTUTbCA K CnpaBouyHbIM dannaMm MM Kynutb KHUIY <«Linux rnasamu
Xakepa», koTopas BbingeT netom 2005-ro roga, rae no nNosiovKaM pasnoxeHa BCS OCHOBHas
nHdopmauma no 6esonacHoctn OC Linux.
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bin usr var home

bin usr var home

useri userz2

BupTtyanbHas aupexktopusi chroot

UTak, cnyxba 6a3bl gaHHbIX B Linux gomkHa paboTtaTb B CBOEW BUPTYyasibHOW OUPEKTOPUN.

Bbllle 3TO AMpeKTopuW MporpaMMa MonacTb He
MOXeT.  [lOCMOTPUM  Ha  CXeMy — BUPTYanbHOW | Onuoi us NPUYMH NageHus aKuuii

AVpeKTopun. 3aecb MNoKasaHa 4acTb dannoson bupm PACMONOKEHHBIX B
. I

cucrtembl Linux. BournaBe BCEr0 CTOWT KOPHEBAA | spavenuTbix GawHsx CLUA nocne 11

avnpektopus /. B Helr Haxogatca /bin, /etc, /home, ceHTa6ps 6bina noTeps

Jusr u T.4. B /home pacnonoxeHbl KaTtanoru KOPMOPaTMBHbIX AaHHbIX. A Beab B
nonb3oBaTenieil CUCTeMbl. Mbl CO34aeM 34€Cb HOBYW | g5iinax  6bin odUCbl  KPYMHbIX
AVNpEKTopuio, Ans npumepa HasoBeM ee chroot um KopropauMii M MHOFO CepBEepoB C
OHa byaeTr aBnaeTcs KopHem pAnas ciyxbbel. B Hen CEKPETHBIMU U 0COB0  BaXHbIMM
6ynyTt csou kartanoru /bin, /usr n T.4. n cnyxba

AAHHbIMU.
éypnetr pabotatb C HMMKW, a BCe, 4YTO BbIlWEe

/home/chroot oka3sbiBaeTcs HegoCTyMnHbIM. MpocTo cnyxba 6yaer cuntaTth, 4To /home/chroot
— 3TO N eCTb KOpeHb harnoBoOi CUCTEMDI.

Ha pucyHke B paMmKy o6BeaeHbl manku, KoTopble 6yayT BuaHbl cnyx6e. MIMEHHO B 3TOM
npoctpaHcTee 6yaetr pabortaTb cepBep 6a3 AaHHbIX M 6yaeT cuuTaTh, UYTO 3TO M €CTb
peanbHas gansioBas cMctema cepsepa.

Ecnn xakep MPOHMKHET B CUCTEMY 4Yepe3 3alMLEHHYH Cy)Xby M 3axo4yeT NpoCMOTpeTb
KaTanor /etc, To oH yBmauT KaTanor /home/chroot/etc, HO HMKak He cucTeMHbll /etc. YTobbI
B3JIOMLLUMK HWYEro He 3anoao3pui, B KaTtanore /home/chroot/etc MoXxHO pacnonoxutb Bce
HeobxogmnMmbie annbl, HO coaepXXalwme HEKOPPEKTHYI MHBOopMaumio. B3noMuwmK, 3anpocms
dann /etc/passwd udepes yasBumyto cnyxby, nonyumt goctyn K /home/chroot/etc/passwd,
NMOTOMY 4TO cnyx6a BUAUT €ro CUCTEMHbIM.

Tak, Hanpumep, ¢dann /home/chroot/etc/passwd moxeT copepxaTb HeBepHble naponu. Ha
paboTy CUCTEMbl B LIE/IOM 3TO He MOBMMSIET, MOTOMY 4YTO cucTeMa byaeT 6paTb Maponu U3
danna /etc/passwd, a cnyxbe peasnbHble Naposin CACTEMbI HE HYXHbI, MO3TOMY B dain
/home/chroot/etc/passwd MOXHO 3aCyHYTb YTO YrogHoO.
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Tunbl ayTeHTUdPUKaALUN

Tenepb nepexoauM K 3HAKOMCTBY C noJsib3oBaTtensmu 6asbl gaHHbiX. B 6onbwmHcTBe 6as3
AAHHbIX YYETHbIe 3anucK NoJsib3oBaTenen XpaHaTca B camon 6ase (B BUAE CUCTEMHbIX Tabnuu
MAK HacTpoeuHbix daiinos). B SQL Server 2000 nownu ganbuwe. 3aecb MoxeT 6biTb ABa
Tuna ayteHTudmkaumm — Windows n CmelwaHHas.

Ecnu Bbi6paHa ayTeHTudukauma Windows, To AnsS nNpoBepKU Nonb3oBaTenei NUCnosb3yTcs
yuyeTHble 3anucn Windows M ee BCTPOEHHblE MEXaHW3Mbl MPOBEPKN MOAIMHHOCTU. VIMEHHO
3TOT MeTod S PEeKOMEHAYK WCMofb30BaTb, MOTOMY YTO B HbIHEWHUX AMCTpuMByTMBax Ans
ayTeHTUdMKaumMm wucrnonb3lyetca Kerberos, KOTOpbI [0CTAaTOYHO HAAEXeH W MpPOBEpPEH
BPEMEHEM B *nix Noo6HbIX CUCTEMAX.

B cnyyae cMelwaHHOro pexuma, MOXHO co3aaBaTb Mnosib3oBaTenei, MHbopMaums 0 KOTOpbIX
6yneT xpaHuTbCcs SQL cepBepoM B CUCTEMHbIX Tabnuuax. A 3TO yXe He eCTb XOPOLIO Mo
CNefyowWmM NpuUYnHamM:

- HYXHO ynpaBnsaTb AByMa 6as3amu nosnb3osaTtener. B 60NbLUIMHCTBE CliyvyaeB 3aHMMaTbCA
3TMM JiIeHb, MO3TOMY Yalle BCero Bce t3epbl paboTatoT Nog OA4HOM YYETHOM 3anucbilo MK
3anncu COOTBETCTBYIOT TEM, UTO 3aBedeHbl ans Hux B OC Windows. Takum obpa3om, B3sioMaB
SQL Server, B3NOMWMWK nony4yaeT AOCTYM K MNaposilo, KOTOPbIN OTKpblBAaeT BCe ABEpU B
cucteme.

- MNOJIb30BaTeNIIM HY>XHO 3HaTb ABa Mapons - Ha Bxoa B Windows cepBep ans pab6oTbl C
daiinamm 1 Ha SQL Server. KOHEUHO X€e, eCnu 103epy HYXeH A0CTyN TONbKO K 6a3e AaHHbIX,
TO ANns paboTbl Hy)eH 6yAeT ToJIbKO OAMH Naposb, C NpaBaMu aocTtyna k SQL Server.

- OC xpaHuT cBou naponn 6osee HageXHO, C XOpOoWWM WwKndpoBaHMEM M C 3anpeToM Ha
yTeHue danne. B MS SQL cepsepe 3awwmnTa 3anmcen nNpoLle n BCe 3anmcu npu Haan4ymm npas
aAMMWHa Nlerko npoymnTaTb B Tabnuue sysusers 6a3bl gaHHbIX Master.

':m S0QL Server Enterprise Manager - [Console Root' Microsoft SQL ServershSQL Server Group'(local) (Windows NT]]

'ﬁ] File  Action Wew Tools Window  Help |_|5’|5|
G=-P||><|@ sk iNBr GG
[ Console Roat {local) (windows MTY & Ikems

El Microsoft SQL Servers
E@ SOL Server Group ﬁ, ﬁ, ﬁ, | ﬁ D

EI-E) {loc

MNew S0L Server Registration, .. Management  Replication Security Meta Data
Edit SQL Server Registration properties, .. Services

l:l Data Transfo | o
{:l Management Delete SOL Server Reqistration

D Replication Disconneck

l:l Security Stop

{:I Support Sery P

; -[7] Meta Data Se EeEE

Skark:
[dew 3
All Tasks *
iew L4

Mews yindow From Here

Refresh
Export Lisk, ..

Properties

Help

Opens property sheet For the current seleckion, |

OkHoO yripasrsieHne cepsBepoM B Enterprise Manager
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B naHHoM cTaTbe A 6yay paccMaTpuBaTb 06a BapuvaHTa XpaHeHMs napofein, NOTOMY YTO He
BCce 6a3bl AaHHbIX (89 UMMew BBMAY, OT/IMYHbIE OT MS) noaaepXuBalT ayTeHTUdUKaUUIo
Windows.

AyteHTndpmkauma MS SQL

B MS SQL Server Bce HacTporkm npoucxogsat B SQL Enterprise Manager. 3anyctn 3Tty
nporpammy 1 nepeg 1060 oTKpoeTcs okKHO, pabouas obnactb KoTOporo 6yaer nogeneHa Ha
OBE 4acTu: cneBa AepeBOo 06beKTOB, cnpaBa 6yaeT oTobpaxaTbCsa TO, UYTO COAEPXUT
BblZIENIEHHbIN B AepeBe 06BbEKT.

OTkpown BeTKy Microsoft SQL Servers. B Hel cogepxaTbCs rpynmnbl cepBepoB. 10 yMon4aHuo
cospaeTca rpynna ¢ umeHem SQL Server Group. Beigenu rpynny, m B Hel yBMAWLWbL BCe
cepBepa. Ecnu ectb nokanbHbilA cepBep, TO OH OydeT TaM €AWMHCTBEHHbIN, MOKa He
3aperncrpupyelub apyrue cepsepbl 6a3 gaHHbIX (yAaneHHble uau nokasnbHble). WenkHn no
WMEHW cepBepa 1 B NosiBMBLLUEMCH MeHI0 Bbi6epun nyHKT Properties. MNepea HaMm OTKpbIBaeTCH
OKHO CBOWCTB cepBepa. lepenan Ha 3aknaaky Security n 3gecb MoOXHO 6yaet yBuMAETb
nepeks4yaTenb Mexay pexvuMmamu,

SOL Server Properties {Configure) - (local) |
Server Settingz I [ atabaze Settingz I Replication | Active Directary I
General I kd emory I Proceszor Security I Connections
— SecLrity

SOL Server provides authentication based on wWindows
accountg and a named SEL Server login 1D and pazsword.

Authentication;

£ S0L Server and ‘Windows

Audit level:
& None " Failure
" Success L |

— Startup service account
E, Start and run SOL Server in the following account;
i [

£+ System account

" Thiz account I

Fazaword; I

| ] 4 I Cancel | Help

Hactporika ayTeHTugunkaumm

3pecb XXe MOXHO BblbpaTb ypoBeHb ayauTta (Audit Level). Mo ymonuanuio BbibpaH None, a
3HaunT, cepBep He 6yaeT coxpaHaTb B norax mHdopMaumio 06 yaaudHbIX UNM HeyAaudHbIX
BXxo4ax B cuctemy. Bce 3HalT, 4yTO B npoayktax MS HacTpoOmkKu Mo yMOSYaHWUIO danieku oT
naeana, HoO TO, 4TO B Jsorax He 6yaetr wmHdbI 0 BXogax nosb3oBaTenen, 3To nogobHo
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kKaTacTtpode. Cpo4yHO nepekatodan ayamTt Ha All, yTobbl MOXHO 6bIJI0 KOHTPONMPOBATb, KTO U
Korga BXOAW UM NbITancs BOWTM, HO Heyaa4Ho.

BHelwHue Knwuu

Kak kntoum MoryT noBamsaTb Ha 6e3omacHOCTb? Beab 3TO BCEro MMWb CBSI3b MEXAY ABYMS
Tabnuuamn. Bce o4yeHb NpocTo. Yauwle Bcero cBA3b MOCTPOEHA MO MNPUHUMNY TFAaBHbIN-
MnoAYMHEHHbIN (0AMH KO MHOrMMM). B oaHoOM Tabnuue HaxoaAWTCs rnaBHas CTpPoOKa, a B Apyrom
MHOXECTBO MOAYMHEHHbIX CTPOK. Hanpumep, ponyctum, yto y Tebsa ecTb aBe Tabnuubl -
O4Ha ANA XpaHeHWsa cnucka coTpyaHukoB (People), a agpyras ¢ ux 3apnnatamu 3a Kaxzabln
mecsay (Salary). Ecnm nonbiTaThCa yaanuTb 3anucb M3 Tabnuubl Peoples, ansa KoTopol ecTb
nogymHeHHble 3anucu B Salary, 1O npomsonger owmbka. CHayana HyXHO yAanuTb BCe
NOAYMHEHHbIE 3aMNnUCH.

Thbl ewe He BMAMWb MPENMYLLECTBO BTOPMYHbIX KAO4Uen? A g BUXy. Tabnuubl COTPYAHUKOB
MOryT 6bITb 3alUMLLEHbl HE CWUIbHO, MOTOMY 4YTO C HUMKM paboTaeT MHOXECTBO Hapoaa W
TeKyLWWUn CNMCcoK MoxeT 6biTb AocTtyneH yepes WEB. A BOT 3apnnaTa Bcerga 3alimuiaeTcs,
4yTb M He c nynemetoMm. Ecnn xakep nonyumt goctyn K Peoples n nonbiTaeTcs yaanuTb BCe
3anmcu, To HUYEro He BbINAET. BHeEWHMe KOYN He AaAyT Bpary caenaTtb CBOe YepHoe Aeno,
noka He 6yayT yaaneHbl COOTBETCTBYHOLWME 3anmMcK n3 Salary. A Tak Kak Tam 3awmTa nydle,
TO U caenaTb 3To 6yaeT CAOoXHO.

BoT Tebe pelleHMe npocTenen 3agauvn 3aluTbl OT yaaneHusa. Eciam ectb nybnnyHas
Tabnuua, M3 Kotopon Henb3s yaanatb (Public), cospgaii ana Hee nogyMHeHHy Tabnauuy
(Slave), 3aWwMLLEHHYIO MO MOSIHOM MporpamMmMe, N CBSIXKM UX BHELWHUM Ko4oM. Npu coszgaHum
HOBOW 3anucu B rnaBHoM Tabnuue, B NOAYMHEHHYIO A0IKHA A06aBNATbLCS CBSA3aHHAs CTpoKa.
OTa cBA3b caenaert yaaneHme ns Public HEBO3MOXHbBIM, NMOKa XaKep He HaWAET 3aKpbITyO OT
Bceobuiero B3opa Tabnuuy Slave.

Tpurrepsl

He m™MeHee WuHTepecHbIM cnocobom obecnedeHus
6e30MacHOCTM ABNSAKTCSA TpUrrepbl. 3TO KOA, MOXOXMUIA
Ha npoueaypbl, XpaHuMble Ha cepBepe. TakoOW Kopa
HeNb35 BbI3BaTb HAMpPsSIMYK0 U OH BbINOJIHAETCSA B OTBET
Ha onpegeneHHble cobbiTnsa (BcTtaBka, M3MeHeHue un
YpaneHue CcTpok). BHyTpu Tpurrepa MoXHO NpoBEpUTb
KOPPEKTHOCTb BbINOJSIHAEMbIX AeACTBMI. Ecnn xakep
NnonbITAaeTCs UCNOPTUTb AaHHble, TO B TPUITepe MOXXHO
YBUAETb 3TOT KOCSK.

morytT obecneuntb  constraint

BO3MOXHOCTEN HaBpeauTb.

JOnoNHUTENBHYIO 6e3o0mnacHoCTb

orpaHmyeHue Ha [OMyCTUMble
3HayeHnd. Hanpumep, KOJIOHKY A4n4
XpaHeHUs nosla 4enoBeKka MOXHO
OrpaHN4YUTb BBO/JOM TO/IbKO
3HayeHnamm asM u Xe, Toraa namepbl
M xakepbl 6yayT wWMeTb MeHblUe

PaccMoTpuM npumep 3awmTbl Tabnuubl OT U3MEHEHWI
yepes Tpurrep. Ans 3awmweHHon Tabnumubl 3aBogMM nose Security. B 3TOM none [osmxeH
XPaHUTCH KOA, KOTOPbIA BbIYMCAAETCSA U3BECTHbIM TOSIbKO Tebe cnocoboMm, Hanpumep pacyer
KOHTPOJSIbHOM CyMMbl BCex nosiein. Ecnm nonb3oBatenb M3MEHWST 3HadeHuUs Kakom-nmbo
CTPOKM C MNOMOLLbIO MNpPOrpaMmbl, TO OHa aBTOMaTUYECKM MNEpPecyYMUTbIBAET KOHTPOSIbHYIO
cymmy. Ecnm cTpoka wM3MeHeHa HanpsMmyto, To B none Security 6yaetr HeKoppekTHoe
3HayeHMe, KOTOpoe ferko onpeaenutb B Tpurrepe (KOTOPbIA AO/HKEH BbIMOMHATLCA Ha
COb6bITMSA N3MEHEeHNS AAaHHbIX) N OTKATUTb 3/I0CTHOE U3MEHEHMe.

TOYHO TakXe MOXHO 3awmwaTb Tabnnubl HE TONbKO OT U3MEHEHUS, HO M OT BCTaBKM (3alumnTa
oT bnyna Ha 6a3y AaHHbIX) 1 yaaneHue (MOMNbITKM YHUUTOXUTb BaXKHble AaHHbIE).

NMpaBa poctyna

JTio6ble NonNbITKM OTKOHMDUTYpUpoBaTh 6a3y AaHHbIX Ha MOJIHY 6€30MacHOCTb NpPeBPaTATCS B
nycTyto TpaTy BPEMEHU, eC/ Tbl HEMNPABU/IbHO HAaCTPOULLb MpaBa AOCTyna Ha 06beKkThbl. Ecnn
BCe 00beKTbl 6a3bl AaHHbIX W CaMU [AaHHble CBETATCA B MHTepHeTe Kak rupiasHaa Ha
KpemneBckoit enke, To paboTa agMnHa 6ecrnosie3Ha. Mbl J0O/KHbI NEPBbIM AEMOM NMPaBUbHO
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HacTpouTb NpaBa AOCTyna. B 3ToM cnyvyae, Aaxe ecnm xakep NPOHUKHET B CUCTEMY, Y HEro
MOXET He XBaTWUTb MpaB Ha AOCTyn KO BceM cekpeTaM. O npaBax AOCTyna Mbl MNOrOBOPUM
6onee noapobHO B OTAENBLHOWM CcTaTbe.

O6HoBNEeHue

B ntobon nporpamMMe ectb owmnbkm un npom3BoaunTENb UIN TUN TYT HE UIPa€ET pPoOan. CI'IpOCI/I
noboro xakepa - Kakoe sagpo Linux camoe 6esonacHoe? OTBeT o4yeBMAEH - caMoe
rnocnegHee. Ho 3TO He 3HAYUT, UTO 3TO AP0 HE COAEPXKUT owwnbok, MPOCTO O HUX eLle HUKTO
He 3HaeT. lMoBTOpPU CBOW BOMpPOC 4epe3 noa roga, n 1o 44po, KOTOpoE Ha3biBa/sloCb paHeEE,
XaKep MOXEeT Ha3BaTb CaMbIM AbIPsIBbIM B UCTOPUK LinuxX.
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CtpaHnuya MS c cepsuc nakom 4715 SQL Server 2000

BoT Takas npupoaa 4venoseyectBa W nporpammHoro obecneveHusi. OWnMbKM eCcTb Bcerga u
Be3ge. Kak TonibKo nosiBnsieTcs Kputnyeckasa owmnbka B kakon-nmbo 6ase gaHHbIX, Tak cpasy
Yy aAMMHOB MO BCEMY MUPY Ha4YMHAETCS YepHbli A€Hb, MOTOMY YTO B MepBble AHW nocne
BbIXOZa 3KCM/IOMTa XaKepbl JIOMalT BCe Noapsa.

OcHoBHas 3agada crneumanucra no 6e30MacHOCTUM BOBpPEMS BbISABASTb 3TW OWKMBKK W
MCNpaBNaTb paHblle, YEM B3/IOMWMK BOCMO/b3YETCS YSA3BMMOCTbIO. 1S 3TOF0 HYXHO ObITb
noAnMcaHHbIM Ha BCE OCHOBHble BagTrag v perynsipHo cneauTb 3a BbiXOoAaMuU OOHOBEHUN
TBOelh 6as3bl gaHHbIX. 10 Moel npakTuke MOry ckasaTb, YTO Jiyduwe BCEero Ha 3TO Aeno

pearupytoT Oracle u MS. /X naTuM BbIXOASAT AOCTAaTOYHO BbLICTPO U ecln cpasy 06HOBUTbL, TO
BEpPOATHOCTb B3/IOMa YMEHbLLUAETCA.
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[MOMHM, YTO OCHOBHbLIMW MPUYMHAMK B3/IOMa SBASIKOTCA HeNpaBWbHOE pacnpeaeneHue rnpas
M He BOBPEMS NpOMNaTyYeHHbIN codT.

MomMeHTanbHasa peakuusa

Mexay B3nOMWMKAMKM U cneuuanuctamm no 6e3onacHOCTM MAET caMas HacToslasl BolHa. B
Hen nobexpgaer TOT, KTO 60nblle 3HAeT M KTO ObicTpee pearmpyeT. Ecnim He Xxouewb
OKasaTbCs Cpean NpourpaBllMX, TO Hayyucb ObICTPO pearvpoBaTb Ha npoucxogsuiee. B
6asax AaHHbIX AN 3TOro eCTb MHOXeCTBO yAo6Hbix npmbambacoB, M B 3TOM OTHOLLUEHMMU
OAHMM U3 Aydywnx sensderca MS SQL Server. B 3ToM cepBepe €CTb O4YeHb YAOOHLIN
MOMOLLHMK — cobbITUS.

CepBep 6a3 AaHHbIX MOXET JIOBUTb AOCTAaTOYHO MHOro cobbiTnin. Hanmbonee mHTEpecHbIM C
TOYKKM 3peHuns 6esonacHocTn MoxeT b6biTb Insufficient permission (He gocTtaTtoyHble nNpasa).
[lonycTnM, 4To Xakep MNbITAaeTCA NMPOHUKHYTb B CUCTEMY U yAanuUTb BCe AaHHble. Ha KakoM-To
3Tane WCCAeAoBaHUS OH y3HaeT Mnapofib AOCTyna OAHOro M3 MNosib30BaTenel M 3anyckaer
komaHay DELETE FROM DatabaseName. Ecnv npaB He fOCTaTO4YHO, TO xakep b6yaeTt mckaTtb
APYryH YYETHYIO 3anMncCb M NMapoJsib K HEN, N TaK, NMOKa HE HANAET HYXHYI XEepTBY.

3ajadva 3awmatowen CTopoHbl BOBPEMS ONpeaesnTb MOMbITKY B3/IOMa M B 3TOM MOMOrawT
cobbiTns. Korga xakep HeyaayHO BbIMOMHWI KOMaHAy, CUCTEMa reHepupyeT OLwWnbky
Insufficient permission, n uyem 6bicTpee Mbl y3HaeM, 4TO 3Ta owubka npousowsa, TeM
ObICTpee CMOXeM NpuHATbL Mepbl. Hanpumep, y3HaB 06 owmnbke, MOXHO TyT e nobaBuTb B
ceTeBOW 3KpaH GunbTp M 3anpeTuTb ntoboe nogknatoyeHne c IP agpeca 3n0yMbilIEHHMKA.
TakmMm ob6pasoM, MOXHO BbiMrpaTb BpeMs, Noka xakep 6yaeT ob6xoamTb nMpaBuia CeTeBOro
3KpaHa. A HauMHalLero xakepa Takue Bewy nyratT U OH yOexuT c/ioMs ronoBy u 6onblue
He BepHeTcs.
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Kak cospgatotcs cobbitnusa? B Enterprise Manager oTkpbiBaeM BeTKy Management/SQL Server
Agent/Alerts. 3gecb wenkaeMm NpaBON KHOMKOM M B MNOSBMBLUEMCH MEHIO Bblbnpaem New
Alert. NMepen HaMn OTKPbIBAETCH OKHO CO34aHMS HOBOro CO6bITUSA. 34€eCb HYXHO 3amnofIHUTb

cneaywwmne nona.:

- Nname — M4, KOTOPOE MOXET 6bITb }'I}O6bIM;

- type - TMn cobbitns MoxeT 6biTb event alert
(3pecb Bce OcHoBHble cobbiTna) u performance
condition alert (cobbITsi NPOM3BOANTENBHOCTH);

- Severity - 30eCb HYXHO YyKasaTb KOHKpETHoe
cobbITe, KOTOpoe Bbl XOTUTE OTAaBNAMBaATb;

Ha 3aKsaake Response MO>XHO YKa3aTb

O643aTesibHO NCNOMb3YN BHELLHUE
Knoum ansg obbeamHeHus Tabnauu.
DTN KJTOYM MOMOTYT COXPaHUTb
LLe/TOCTHOCTb AaHHbIX U He MO3BOAAT
yAanUTb CTPOKWU, €CNun ecTb
CyLlecTBYylOLLME CBSA3U. TaK xaKep He
CMOXET OUYMCTUTb MaBHyo Tabnuuy,
He NOAYUCTUB NOAYMHEHHYIO, Ha

onepaTopoB, KOTOpPbIM HY>XHO OTCblNaTb
coobuweHuns (e-mail, net send nnu Ha nenaxep),
0 BO3HMKHOBEHMWN COBLITUS.

KOTOPYIO MOXET U He BbITb MNpas.

OnepaTtopbl — 3TO MNPOCTO KOHTakTHas MHOpMaums ngen, OTBETCTBEHHbIX 3a paboTy
cepBepa. Hanpumep, Bbl MoXxeTe ykasaTb ceba m cBoit e-mail m npu BO3HUKHOBEHUMU
cobbITUA, Ha AwmMK 6yaetr nagatb NMUCbMO C MHGopMaumen 06 owunbke. Takmm obpasomMm, Kak
TOJIbKO BO3HMKaeT KpuTudeckoe cobbiTue, Bbl MepBbiM y3HaeTe 06 3TOM, U He Hapo byaer
JIMLHUA pa3 ocMaTpMBaTb BECb XypHasa 6e30nacHoCTH.
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B paHHOM cTaTbe Mbl pacCcMOTpenM OCHOBHbI
6e3onacHocTn n CpeAacTBa, KOTOpble
npepoctasBnsaT  6a3bl  AaHHbIX. Ho  Henb3s
3abbiBaTb, UYTO YSA3BUMbIMM MOryT 6bITb HE TONBLKO
HacTpomkn, HOo n cama OC wmnm nporpamMmbl 6a3bl
AaHHbIX. OwKnbkn ectb B 1t060M codTe, NO3TOMY He
3abbiBan cnegutb 3a coobuweHnamm o6 owmnbkax u
obHoBNATL cepBep. Hagexaa Ha To, 4Tto Tebs He
B3/7IOMalOT - puckoBoe pgeno. Korga-Hubyab
HalaeTcs 4YyenoBeK, KOTOPbIM MPOCTO OT CKYKW WK
B OTMecTKy HanuweT DROP DATABASE u MOXHO
6yaeT pacnpowaTtbCs C MHOFO/IETHUMUM TPpyAaMU.

B 3awmnTe AaHHbIX HEMIOXO MOMOratoT
TpuUrrepbl — MdyHKUMKN, KOTOpPble
BbIMOJIHSAOTCS Ha onpeaeneHHble
nenctems (BCTaBka, U3BMEHEHMUE,
yAaneHue). B HUX MOXHO NpoBEpPSATb
NpaBUIbHOCTb BbIMOSTHAEMbIX
NENCTBUM N ecnn 3aMeTUTb YTO-TO
NnoAo3puUTenbHOE, TO MOXHO 3abuUTb
TPEBOry U OTMEHWUTb 3/10CTHbIE
OEeNCTBMSA OTKaATOM TpaH3aKLuuu.




