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HacrpoMka npas pocryna Ha 6a3y paHHbIX

@nenose Muxaun http://www.vr-online.ru

BesonacHocTb cepBepa BO MHOMOM 3aBUCUT OT TOro, Kak XOPOLIO Bbl CMOXETe HaCcTPOUTb
npaBa AoCTyna Ha o6bekTbl. Ecnu raoe-Tto NpenocTaBuTb MOJb30BATENO YyTh-UyTh JIMLWIHENO,
Tak cpa3y xau npobnem. Hert, nonb3oBatenb He OyAeT WUCNOAb30BaTb TBOM OWKNOKK. UMK
BOCMNO/Ib3YIOCb 1, WAM Apyron xakep. W Torpga pacnpowaics co csomMmu Tabnuuamm C
AaHHbIMM MM Bcel 6a3oi gaHHbIX. Hawa Xum3Hb 6ecnowagHa He TONbKO B peane, HO U B
BUpTYyane.

BBeaeHue

Mouemy-To noa 6e3onacHOCTbiO 6a3bl AaHHbIX NOAPA3yMEBAETCs 3alluTa OT BTOPXEHUS
MW3BHE, T.e. COBepLIEHHOEe 3/I0CTHbIM XaKepoM, HanumelMMCA 6o4ykol nmBa :). Her, Takue
B3/IOMbl MPOUCXOAAT CAMWIKOM peako. S paboTtal cenyac nporpaMMMCTOM B AOCTaTOYHO
KPYMHOW KOHTOPE, U aAMWHUCTPATOp BoobLlEe He 3aQyMbiBaeTCs O 3aluMTe MOPTOB CepBaka,
Ha KOTOPOM OTKpbITO BCe, YTO yrogHo. Ha oaHOM cepBepe KpyTuUTCs Kyda 6as, nporpamMm u
aaxe FTP cepBep u 3a 5 neT ero HM pa3y He B3noManu :). bnaro s ynoman atoro agMmHa
yctaHoBuTb WEB cepBep Ha oTaenbHoe xene3o, a To ecnu 6bl Hapog y3Han IP agpec Hawero
rnaBHOro cepsepa, TO ero nwbonn namep cMor 6bl NpocKkpunTUTb. Hu 6asa AaHHbIX, HU
Windows He maTuminch yXXe HeCKOJbKO fieT.

A BOT BHYTpeHHMe npobnembl M3-3a HEMNPABWUIbHOW MONUTUKM 6€30MacHOCTU BO3HMKAKOT
Kaxablli AeHb. Bce nonb3oBaTenu BXOAAT B CUCTEMY C MpaBaMn aAMMHUCTpaATopa M MOryT
TBOPUTb, 4YTO YrogHo. DTO AEWUCTBUTENLHO MpobrieMa, MOTOMY 4YTO U3NMLLIHME MpaBa AatoT
JlamepaM BO3MOXHOCTb NMOKa3aTb CBOK 6e3rpaMoTHOCTb B MOSIHON Mepe. [o3ToMy Mbl 6yaem
paccMaTpuBaTb 6€30MacHOCTb BHE 3aBUCMMOCTM OT TOro, OTKyAa MAeT yrpos3a — usBHe (OT
Xakepa) nnm nsHyTpm (OT ywacToro to3epa).

Ytobbl y Tebss He O6bino0 npobneMm, Mbl paccMOTpUM BCe HeobxoaMMble OCHOBHI
6€30MacHOCTM He TOJIbKO 3alMThl OT XakKepoB, HO M OT 0Co60 ywacTbiX. B kadecTBe npmmepa
s1 Bblbpan MS SQL Server, NnOTOMY 4TO OH COAEPXWUT BCe, YTO eCTb B Apyrux 6asax (Oracle,
MySQL u T.4.) N NMeeT AOMNOJSIHUTENIbHbIE BO3MOXHOCTU MO ynpaBneHuto 6e30MacHOCTLIO.
KTO-TO MOXeT TyT noayMmaTb, 4TO 3TO Aenaet MS kpyde. HeT, A0NONHUTENbHbIE BO3MOXHOCTHU
MHorga m3bbITOYHbI M TONbKO AobaBnsatoT npobnem.

CepBepHble ponm

B Windows un pgpyrux OC ana ynpaBneHus npaBaMu CyLLeCTBYKOT Trpynnbl U
nonb3oBatenn. C nNOMOWbIO TPYynn Mbl MOXEM OObeAWHSATb MNOMb30BaTENEh B Kydy U
Ha3HayaTb MpaBa WM BCeM Cpa3sy. IDTO Mpolle, 4YeM Ha3HayaTb MNpaBa KaxXaoMy B
OTAEeNbHOCTM. B 6a3ax AaHHbIX AN 3TUX Lefien CyLwecTBYeT MOHATME «ponb>». [JonyCcTuUM, 4YTo
100 nonb3oBaTenen A[ONXHbI MMETb MNPaBO 4MTaTb AaHHble M3 onpeaeneHHon Tabnuubl.
[aBaTb KaXaoMy M3 HUX 3TO NMpaBO Hanps)ecTto. HaMHOro npouwe co3paTb posib, KOTOPOM
paspeweHo 4uTaTb, @ MOTOM BCEX HYXHbIX MOJib30BaTesiell BKKOYUTb B Hee. PesynbTaTt
nogobeH rpynnuposke.

B SQL cepBepe 6biBaeT aBa Tuna ponen — cepsepHble M 6a3 AaHHbIX (BTOpble Mbl
paccMoTpuM no3xe). CepBepHble poONM 3apaHee onpefenieHbl, U UX WU3MEHATb Henb3s.
OTtkpon B Enterprise Manager BeTky Security/Server role, u1 B npaBoi 4acTu OKHa MOXHO
6yneT yBMAETb CMUCOK BCTPOEHHbIX posein. YTo MOoxeT JenaTtb MNofnb30BaTeNb
COOTBETCTBYHOLLEN PONIN MOXHO OMpeaeTb N0 ONMUCAHUIO.
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':m SQL Server Enterprise Manager - [( — |EI|5|

Bﬁn File  Action Miew Tools  Window  Help |;|i|5|
- | B@E XEFR |2+ NLEBG
[:I Console Rook Server Roles & Ikems
E‘" Microsoft S0L Servers Full Mame  # | rame | Deseription |
Eﬁ oStz GTDUP Bulk Insert Administrators bulkadmin Can perfarm bulk insert operation.
E".Scil):;i:g;j:;vs NT %3 Datahase Creators dbereatar Can create and alter databases,

D Data Transformation Services %5 Disk. Administrators diskadmin CZan manage the disk files,
D Management Pru:u:ess Administrakors processadmin - Can manage the processes running in SOL S. ..
|:| Replication SEcurity Adminiskrakors securityadmin Can manage the logins For the server,
E||:| Security Server Adminiskrakors serveradmin Can configure the server-wide settings.,
Lagins Setup Administr aknrs =ebinadmin i—an manane svbanded skared nrocedires

A Linked Servers
&9 Remate Servers

-] Support Services
[#-[Z] Meta Data Services m M arne: Swstem Administrators

e E Pk g server Role Properties - sysadmin |
;

General | Permissions |

Specify which loging are members of thiz security role:

Add.. | Bemove |

0Ok I Cancel | Help |

CepBepHbie posin B MS SQL Server u OKHO peAaKTUpoBaHus posiun

Ona pobaBneHMs y)e CyLLEeCTBYIOLWEro noab30BaTenss B pPOJib, HYXHO LWENKHYTb MO
CTPOKE PO ABaXkAbl U B MOSIBUBLLUEMCS OKHE MOXHO A06aBnsTb Mosib3oBaTtenein B posib Uan
yaanate. Ha 3aknagke Permission 6onee nogpobHO onucaHo, 4YTO MOXeET Agenatb
BblAENEHHbIN Nonb3oBaTenb.

Monb3oBarenun

Ons ynpaBneHunsa nonb3oBatensaMm oTkpown B Enterprise Manager BeTky Security/Logins.
B npaBoli 4acTu nosiBUTCA CMNMCOK BCeEX Mosib3oBaTesnien cepsepa. o ymMon4yaHuio AoCTyn
UMeIT aAMUHUCTPATOpPbI JOMEHA U BCTPOEHHAd y4YeTHasa 3anuch sa.

Ons pobaBneHMsi HOBOro MNoJsib30BaTeNs, LWEAKHM MNpaBOA KHOMKOM B MYCTOM MecTe
rMpaBoi NMOSIOBUHBI OKHa U B nosiBuBlieMcs MmeHto Bbibepn New login. Mepen HaMn oTKpoeTcs
OKHO pobaBneHuMss HOBOro noJsb3oBaTensa. B camMom Bepxy oOkHa BbibupaeTcs wms
nosb3oBaTtens. Ecnm Hy>XHO BbibpaTb y)e CyLleCcTBYIOLLEero o3epa AOMEHa UM KOMMblOoTepa,
TO WENKHM No KHonke (...) cnpaBa OT NnoJist BBOAA, U Thl YBUAMLIb OKHO NMOMCKa NOSib30BaTeNs
B AOMEHe.
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S0L Server Login Properties - New Login |

General | Server Fh:ulesl D atabaze .-’-'-.u:u:essl

m‘? Mame: | _|

Authentication

&+ Windows Authentication

Diomain: j

Securnty access:

% Grant access

™ Deny access

" S0L Server Authentication

Fazzyond; I

Defaults
Specify the default language and databaze for thiz login.

Databaze: I rnasker j
=

Language: I <Default:

k. I Cancel | Help |

Jlo6assieHne HoBOIro roJib30BaTesis

YyTb HMXE BblbUpaeTca Tvn ayTeHTudurkauum — Windows nnu SQL Server. Ecnu Bbi6paTb
Windows, To naponb yKasblBaTb HE HaZo, MOTOMY YTO CEpPBEP CaM BO3bMET €ro M3 CUCTEMBI.
Ho 3aTo MOXHO BbI6paTb 0AMH M3 nepeksoyaTeneit — Grant access (pa3pelunTb AOCTYM) UK
Deny access (3anpetuTb). Bo BTOpoM cnydae nonb3oBaTenb 6yaeT nponucaH B 6a3e, HO
NOAKJ/TIOUYUTLCS OH HE CMOXET — 3anpeLLieHo 04HakKo.

Ecnu BbibpaTb ayTeHTUdUKaumio SQL Server, To HyXHO 6yaeT 3agaTb nMaposib, NOTOMY
YTO B I3TOM CNlyyae, OH OyaeT XpaHUTbCA B
CUCTEMHbIX Tabnuuax cepsBepa 6a3 [aHHbIX.
Ob6paTu BHMMaHME - paxXe ecinm B HacTpoKKax
cepBepa YyKasaHa TONbKO ayTeHTudukauums
Windows, 3anmcm SQL cepBepa co3gaBaTb
paspeweHo, HO BOT BOWTM B CUCTEMY C 3TUMU
3anucsMmn 6yaeT HEBO3MOXHO.

Mpu onpeneneHun npas 4OCTYnNa,
rnepBbIM AE/TI0OM HY>XHO MOMHWUTb 3aKOH
— YTO He pa3pelleHo, To 3anpeLeHo.
Jlydwie nMuwHnin pas 3anpeTuTb, Yem
OCTaBUTb 6€3 BHUMaHUA.

Ha 3aknaake Server Roles MOXHO yka3aTb, KakoW cepBepHoi ponu 6yaeT npuHaanexartb
to3ep. TakuM 06pa3oM, yxxe Ha aTane Co34aHUS MOXKHO BK/IHOUUTb H03EPOB B HYXHbIE POSU.
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S0L Server Login Properties - qq |

Generall Server Foles  Database Access |

Specify which databazes can be acceszzed by thiz lagin.

Permit  |Databaze |Uszer .

) Morthwind  gg
1 master
B madel
OB | medb
B pubs
O @ termpdb

Databaze rales for 'Marthwind':

Permit in Databaze Raole | -

(1% db_owner =
(1% db_accessadmin
] ﬂ db_securitpadmin
(1€ b ddladmin [

Broperties |

k. I Cancel | Help |

LocTtyn nonb3oBatens Kk 6a3am gaHHbIX

Ha 3aknaake Database Access ykasbiBaeM 6a3bl, C KOTOPbIMM MOXET paboTaTb to3ep.
30eCb OKHO pasfesieHO Ha ABE YacTu: B BEPXHEWN MOSIOBMHE MOXHO Bbl6MpaTb 6a3y AaHHbIX,
K KOTOpOI paspelleH [OCTYMn, a B HMXHEM CMUCKe Bbi6MpaeTcs ponb 6asbl AaHHbIX. B
3aBUCUMMOCTU OT Bbi6paHHOW ponu B 6a3e, nonb3oBaTento 6yayT AOCTYMHbl T€ WU WHbIE
npasa. OAMH NMosb30BaTes/lb MOXET BXOAUTb B HECKOIbKO POJIENA.

[asali onsa npuMmepa co3faanM y4YeTHYIO 3anucb g, KOTopolh 6yaeT pa3spelleH A0CTyn K
6ase pgaHHbiXx Northwind. DTo cTaHgapTHas TectoBas 6as3a AaHHbIX, KOTOpas Co34aeTcsa npwu

ycTaHoBke cepsepa. CoxpaHuW u3MeHeHus. Tenepb
OTKpOWA BeTky Databases/Northwind/Users u
YBUOULb CANCoK nosb3oBaTenen, KOTOPbIM
paspeweH p[octyn K BblbpaHHoMW 6as3e AaHHbIX.
O6paTu BHMMaHMe, 4TO 3anucb qg MpPUCYTCTBYET
3aecb. B apyrux 6asax oHa 6yaeTr OTCyTCTBOBaTh,

Y cneua no 6e30nacHOCTU He A0J1IXKHO
6bITb Apy3er. Ecnm Tbl Aawb apyry
BbICOKME MpaBa, TO OH Mo
C/TYYaMHOCTU UM paau LWYTKU MOXET
rnoaeecTn gosepue. A oOHO HaM Hapo?

noToMy 4170 K HMM AOO0CTYn HalWero HOBOro
NMnos1b30BaTEIA 3arnpeLwleH.

Ponun 6a3 goaHHbIX

Y kaxaon 6asbl gaHHbIX MOryT 6bITb CBOM PO/sIN, KOTOpbIE OMpeaesnsioT npasa A0CTyna Ha
06bekTbl. MHOrMe agMUMHUCTPATOPbl He N6AT BO3UTBCA C 3TMMW MpaBaMKM, a BCEM
yCTaHaBNMBAKOT BCTPOEHHbIM MO yMon4yaHuio public, KOTOpbIN NO3BONASIET MPAKTUYECKN BCE.
Ecnu npas ponu public He xBaTaeT, TO Toraa NPOCTO BKJIKOYAKOT MOJSb30BaTeNs B CEPBEPHYIO
ponb System Administrator. M BoT TyT 6a3a AaHHbIX CTAHOBUTbLCS YS3BMMOW MO MOJSIHOWM
nporpamMmme.

KaxxaoMy nosnib3oBaTesto AOJ/IKHbI AaBaTbCs CBOW MpaBa, B KOTOPbIX pa3pelleHbl TOSIbKO
HeobxoguMbie [ENCTBMS, @ TO, UYTO HEe paspeweHo, To obs3aTenbHO A[O0MKHO 6biThb
3anpelleHo. Ponn, KoTopble yxe CywecTBYIOT B CEpBEpPE MCMNONb30BaTb HeMb3si, MOTOMY 4TO
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MX MpaBa C/ANWKOM AEeMOKPaTU4UHbl. YTO6bl OHM He CcMyLanu, ayduwe gaxe yaanuTb X BCe,
ocobeHHO BCceMun nbumbin public.

Co3paHue ponu

Ons co3gaHma HOBOM ponu 6asbl  AaHHbIX LWEJKHW TMpaBoi KHOMKOM MO BETKE
Databases/Nms 6a3bi/Roles n B nosBuBweMcs MeHo Bblbepu nyHKT New database role.
MNepen HaMM OTKPbLIBAETCS OKHO CO3A4aHMs HOBOW posin. B caMOM BepXy OKHa HYXHO BBECTU
uMsa ponu. Hanpumep, Mbl XOTUM Co34aTb ponb ans byxrantepoB dupMbl. [na 3Toro BBeAEM
nmsa Buh.

Database Role Properties - New Role |
General |
ﬁ Marme:
IrDCTb Bermizsions. . |

SOL Server supports bwo types of databaze roles: standard roles, which
cohtain members, and application rales, which require a pazsword.

Databaze role bype:

Add... | Eemowve

" Application role

Fassword: I““

(] I Cancel Help

Co3aaHune ponun 6a3bl 4aHHbIX

YyTb HMXe BblbMpaeTcs TMn poaun. Mbl OCTaHOBMMCS Ha CTaHAApPTHOM, KOTopas BbibpaHa
no ymonyaHuio. MNpn 3TOM B LEHTPE OKHa €CTb CMWUCOK Mosib3oBaTesien, KoTopble 6yayT
BX0AMTb B posib. Cenyac CnMCcoK MycT, HO ecnn HaxaTb kHonky Add, To mMoxHo gaobaButb
nonb3oBatenen. [lobaBum ana npuMmepa Co3faHHOro paHee qq. bonblwe Hu4yero caenatb Ha
3Tane co3gaHus ponn Henb3a. CoxpaHsan naMeHeHus HaxaTtunem OK.

NMpaBa poctyna

Tenepb MNOCMOTPMM, KaK MOXHO Ha3HayaTb npaBa AocTyna. [Baxabl LWeAKHW Mo
CO34aHHOM paHee ponu buh n cHoBa OTKpPOETCA OKHO, KOTOopoe 6bI10 Mpu CO34aHMU, HO B
3TOT pa3 OHO OTKPbUIOCb ANS pedakTupoBaHusi. ObpaTn BHMMaHMe, YTO KHOMKa Permission
cTana AoCTyrnHOM, Yero He 6b110 paHblue. ToAbKO KOorga posnb yXe nponucaHa B 6ase, MOXHO
M3MEHATb ee npaBa. LllenkaemM no 3TON KHOMKE U BMAMM OKHO HACTPOMKa npaB Ha 06bekTbl
6a3bl AaHHbIX.
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Database Role Properties - Northwind | x| |

Permizzions |

& owvaseor 1

% List all objects
™ List only objects with permizzsions for this role.

Object SELECT |INSERT |UPDATE |DELETE |ExEC |DRI |«
[ —

Alphabetical li...  dbo | O O |

Cateqories dbio O O [l | O
Category Sal..  dbo O O O O d
Current Produ...  dba O O O | U

CustOrderHist  dbo
CustOrderzsDetal dbo
CuztOrders0r...  dbo

Customer and...  dbo |
[ PP NP o A 3 | S I ':ILI
3

LCoalurmnz...

10

10

10

10
OoO

F

S e g £ [

| ] 4 I Cancel Apply Help

Hacrtpovika npaB 4ocTyna B poJsisix

BBepxy OKHa HaxoguTCcs COMCOK ponen 6asbl, 4Tobbl MOXHO 6bLJIO  6bICTPO
nepekno4aTbCsl Mexay HMMKU, a ceityac Tam BblibpaHa ponb Buh. B LeHTpe OKHa HaxoauTcs
6osbluast ceTka U3 cneayrLwmx KOJOHOK:

- Object nmeHa 061LEKTOB;
- Owner Bnagenew o6bekKTa;

- SELECT pa3spelwieHme Ha MpoCMOTP AaHHbIX WX BbINOAHEHWe KoMaHabl SELECT.
JocTynHo TonbKo 4ns Tabnuy mn Bblowwek;

- INSERT pa3pelwweHne Ha gobaBneHuMe paHHbIX WKW BbiMonHeHMe koMaHabl INSERT.
JocTynHo ToNbKO Ans Tabnuuy un BblOLWEK;

- UPDATE pa3pelwleHne Ha WM3MEHEeHWe AaHHbIX UM BblinonHeHune koMaHabl UPDATE.
[ocTynHo Tonbko Ans Tabnuy 1 BblOLWEK;

- DELETE pa3speweHue Ha ypaneHue AaHHbIX WAM BbiNonHeHue koMaHabl DELETE.
[ocTynHo Tonbko Ans Tabnuuy 1 BblOLWIEK;

- EXEC pa3pelueHne Ha BbINOJIHEHNE XPaHMUMbIX npoueayp n @yHKUnii. [JOCTYNHO TOSIbKO
AN XpaHMMbIX npoueayp v dyHKUWNI;

- DRI (declarative referential integrity) o6ecneueHne uenoctHocTu. [JOCTYNHO TOMbKO ANS
Tabnuu, BbloweK U PYHKUNNA.

B HOBOM ponn HMKaKMX npaB HeT. YTobbl A06aBUTb BO3MOXHOCTb MPOCMOTpa Tabnawuubl,
Hanpumep, Categories, Hy)KHO WENKHYTb B KBagpaTe Ha nepece4yeHun ctpokun n Categories m
KoNoHkn SELECT. Lenyok ycTaHaBnuMBaeT B 3TOM KBagpaTe 3e/IeHYl rasouky, u4To
COOTBETCTBYET paspelleHnio. BTopon wWenyoKk MeHseT rasouvyky Ha KpacCHbIA KpecT, 4To
COOTBETCTBYEeT 3anpeTy. JTo 6biBaeT HeobxoaAMMO, eCcnu Mosib3oBaTeslb MOXEeT MNOoJy4YuTb
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OOCTYyN, €CNnM OH HaxoAuTbCs OAHOBPEMEHHO W B APYrOM ponu, rae AoCTyn Ha BblibpaHHoe
OENCTBME pas3pelleH. TpeTun WenyoK CHUMaeT Kakue-nmbo paspelleHums Ha OencTBume u
OCTaBNsieT KBagpaT MNycTbiM. 3DTO O3HA4yaeT, 4YTO JA0CTyna HET, HO OH MOXeT ObITb
AenernpoBaH, ecnn nosib30BaTeslb y4acTBYET B APYrOM posn C pa3pelleHHbIMX npaBaMu Ha
06BbEKT MM NpaBa yKa3aHbl SBHO.

Ecnu BbIGpaTb CTpPOKYy C 06bEKTOM Tabnuubl WUAW BbIOWKKW, TO BHWU3Y OKHA CTaHOBUTCS
AoctynHon kHonka Columns. JonyctuMm, yTo Tbl Bblibpan Tabnuuy M Ha)an 3Ty KHOMKY.
MosiBUTBCSA OKHO, B KOTOPOM MOXHO HacTpoOMTb AOCTYN K OTAENbHbIM KOJIOHKaM Tabnuubl.

Column Permissions Ed |
General |

Izer name: Buh

Object narme: dbio. Current Product List

' List all columnsz
™ List only columns with permizsions For this user

Calumn SELECT UPDATE
ProductlD | |
Productt ame a |

0k, I Cancel Help

Hacrtpoviika npas A0CTyra Ha KOJI0HKU TabinLbl

3TO AeNCTBUTENbHO Cynep BO3MOXHOCTb, MOTOMY UTO HEKOTOPbIE KOIOHKMK, OTBevalLlme
33 LenoCTHOCTb 6a3bl He A0MXKHbI U3MEHATLCS Nosb3oBaTensMn, n Tem bonee xakepamu. Ha
Takme KOMOHKW Jy4lwe 3anpetutb onepaunto usMeHeHus (UPDATE) wn ecnn ectb
BO3MOXHOCTb TO gaxke npocmoTtp (SELECT).

NMHauBnayanmsm

Ponn ouyeHb yaobHbl, KOraa HYXHO 06beAMHUTb CXOXWX Mosib3oBartesnien. Hanpumep,
byxrantepam TpebyeTcs 4oCTyn K (PMHAHCOBbIM TabnnuaM, KOTOpbIX MOXET 6bITb 4OCTAaTOYHO
MHOro. BbigaBaTb MNpaBa KaaoMy 6yxrantepy B OTAENbHOCTM HaknagHo. HamHoro npoue
co3aaTb ponb Ans 6yxrantepa, BblAaTb €M MpaBa M MOTOM BKJIKOUYUTb BCE Y4YETHblE 3amnuncu
6yxrantepuu B 3Ty pOJib.

Ho 6bIBaloT Cryyau, Koraa npaBa AOSXKHbl 6biTb YHUKaANbHbIMWA AN8 MOJb30BaTeNs WU
NMoOMMMO TexX MpaB, KOTOpble AAeT poJib, HYXHO AaTb €le W AOMNOJIHUTE/bHbIE NpaBa.
Hanpumep, oauH M3 6yXranTepoB MOXET 3axoTeTb MMETb AO0CTyn K Tabnuuam u3 oTtaena
KaapoB. 3TO HOpMasbHas cUTyauusi. BOT TyT yxe 3aBOAUTb OTAENbHYIO POJib HET CMbICNA, a
NnyJdwe f06aBUTb 3TOMY YesioBeKy npaBa Hanpsimyto.
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Mbl cneumanbHO paccMOTpenu CcHadana ponu,

4YTO6bI NPUBLIKHYTb K HMUM. [POCTO MHOrMe 3aBoAAT | HeKoTopble CUUTAIOT, UTO 6OC AOMKEH
oAHY 3anucb Ana  byxrantepos, OAHY AnA BUAETb BCe, OH Xe 6occ!!! 3T1o BepHO,
SKOHOMUCTOB U T.4. B 3TOM cnydae, Ky4km Hapoaa €C/IN HavanbHUK Xopowuni crey, B UT
NIOMATCA Ha cepBep 4epe3 OA4HY 3anmcb U M MOXHO 6bITb YBEPEHHbIM, UYTO HE
KOHTPONMPOBATb, KTO W 4YTO caefnian HEeBO3MOXHO. HaBpeauT. Ecnm OH YalHKUK 1 no
NHavBuAayanbHble MNpaBa HYXHO WCMNOMb30BaTb | CYyYalMHOCTU YHUUTOXUT AaHHbIE, TO
TONIbKO TaM, rAe HYXHO, a KaXAbli nosib3oBaTesNb BMHOBaTbIM byAellb Tbl, MO3TOMY HE
OO/IXEH UMEeTb CBOK 3arnuchb. JaBal npaBa sa gaxe 6ocy.

MpaBa Ha Tabnuubl

[aBain MoCMOTPMM, KaK MOXHO AaBaTb NpaBa Ha onpegeneHHble 06bekTbl. N8 Hadana
rnocMoTpuM Tabnuubl. Bbibepn B aepeBe o0b6bekToB BeTKy Databases/Northwind/Tables n B
npaBson 4acTun byaeT nokasaH cnucok Bcex Tabnuuy. LWenkHm no nwbon Ttabnuue npasown
KHOMKOM M B nosBueleMcss MeHto Bbibepu All tasks/Manage permissions. [lMepen Hamm
OTKPbIBAETCS OKHO HACTPOWMKWM MNpaB. HuMYyero He HanoOMWHAET 3TO OKOWKO? f Toxe AyMmato,
YTO AexaBl Kakoe-TO :). OKHO MOXoXe Ha pacrnpenesieHMe rnpas ponien, TONbKO BMECTO
cnmcka o6beKToB CTOUT CNMCOK nosib3oBaTesien. O6beKkT M Tak siceH — 3TO Ta Tabnuua, no
KOTOpPOW Mbl LWefiKanam, n ee nmsa BUAHETbCS B BbiMajatolleM CNMCKe BBEpXY OKHa. Tenepb
HaM OCTaeTCs TOJIbKO yKa3aTb NpaBa Ans 3Toro o6bekTa pasnMyHbIM NoSb30BaTENSIM.

0bject Properties - Northwind |

Permizsions |

m‘]’ Ohbject: I dtproperties [dba) j

" Lizt all ugers/uzer-defined database roles/public

™ List only users/user-defined database roles./public with permizsions on thiz object.

Users/Databaze Foles/Public |SELECT |INSERT |UPDATE |DELETE |EXEC |DFI |
Buh
guest

public

a9
| [ATETE ;

o
Bl 0% &
Bl 0% &
Bl 0% &
Bl OO
Nl OO

Calumntis...

(] I Cancel Apply Help

Hactpovika npaB Ha Tabanyy

Cnucok npaB yXe 3HaKoM. 3TO BCe Te Xe npocMoTp, obHoBneHue, pobasneHwue,
yAaneHwe, BbINOSIHEHNE M yrnpasBneHue. Ecnn HaxaTb Ha kHonky Columns, To nepep Hamu
OTKPOETCA OKHO HaCTpoOMKM rMpaB Aoctyna obbekTa Ha YpoBHe nonen Tabnuubl ans
BblOpaHHOIro NoNb30BaTENS.
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BbloLLKMK

JdonycTtum, 4To y Hac ecTb ABe Tabnumupbl. B 04HON M3 HMX XPAHUTCA CNUCOK PaboTHMKOB
dunpmMbl, @ B 4pyron HaxoauTcs MHdopMaums 0 KonmyecTse OTpaboTaHHbIX 4acoB B Mecsl U
rnony4yeHHon 3apabotHom nnate (6enoh u 4epHon). [onycTuMm, 4yTO K BaM nNpuxoauT
Ha/sloroBas MHCMeKUMsl U roBOPMUT, a MOKaXuTe HaM 3apnnaTty paboTHukoB! A Bce nn Bbl
Hanoru 3annatmnm? Kakme Hy>HO BbINOJIHUTb AENCTBUSA?

MNepBoe npeanoxeHwe NoCTynuio M3 TpeTbero psga - co3gaTb HOBOro Mnofib3oBaTens,
KOTOPOMY paspelleH AOCTYM Ha YTeHue (M3MEeHeHue U Apyrue npasBa HanoroBoOW HE HYXHbl)
Tabnuy co cNMCKoM paboTHUKOB M 3apnnaTtbl. [1py 3TOM HYXHO He 3abbiTb 3aKpPbITb KOMOHKY
C YepHbIM HanoMm, mHade 6occ JacT Mo MArKOMy MecCcTy B pawoHe konuumka. B npuHuwmne,
pelleHne BepHoOe, HO abCcooTHO He addeKTUBHOE.

Jlyywum BapuaHTOM MOXeT 6biTb co3aaHue Bblowky (View). Bblowka - 3TO MNpPOCTO
3anpoc Ha s3blke SQL, koTopbin BbibMpaeT AaHHble, a B 6a3e AaHHbIX OHAa BbIMASAUT Kak
Tabnmua n paboTta c Hel NpomcxoauT Takxe. M3 BblOWKKM MOXHO BbibupaTb AaHHble SQL

3anpocamMmM WM TaKXe HasHadaTb npaBa. [lonydaeTtcd, uTo 6yAeT BbIMNOMHATLCA 3anpoc K
3anpocy.

Il view Properties - Order Details Extended M=l E3
General |
EFEI"" Hame: Order Detailz Extended Permizzions. . |
Dwner: dbo
Date created: 06.02. 2000 1:34:10
Text:

create view "Order Detailz Extended” A5
SELECT "Order Details" OrderlDr, "Order Details" Product D, Products. F'r-:uduu:tNam
"Order Detailz" UnitPrice, "Order Detailz” Quantity, "Order Detailz" Discour
[COMYVERTImonew,["Qrder Details". UnitPrice Guantity”[1-Dizcount 10071
FROM Productz IMMER JO[R “Order Details” ON Products. ProductD = "Order Det
~ORDER BY "Order Detailz".Orderl D

-
4| | »

Check Syntax | [ 1,88
ITI Canicel | Amply | Help |

OKHO co34aHusl BbIOLLIKH

[na co3zaaHuns BbIOLIKN MOXHO BbIMOMHUTL MPUMEPHO CNeAYIOLWMIA 3anpoc:
CREATE VIEW 3apnnarta AS

SELECT pa3pelleHHble ans1 HanoroBom nons

FROM PaboTHukun, Joxonbl

WHERE HaBecTu cBa3um

Tenepb B BeTke Databases/Northwind/Views. MosBunca HoBbIn 06beKkT «3apnnarta».
Ecnn wenkHyTb MO HEMy TnMpaBoOi KHOMNKOMW W B NOSBMBLUEMCS MeHi Bbibpath All
tasks/Manage permissions, TO nepeg HaMuM OTKPOETCS OKHO HaCTPOMKM MpaB, KakK Aans
Tabnuuy. HactpanmBaeM JocTyn Ans AOCTyna HasoroBoh M coxpaHsieM. YTobbl MpocMOTpeTb
COAEPXUMOE BbIOLWKN HYXHO BbINOSHUTbL 3anpoc:
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SELECT *
FROM 3apnnaTa

Kak BuauLlb, o6palleHne NpoUCXoaAuT Kak K NpocTon Tabnuue, U Hanoroeas Toxe éyaet
AyMaTb, UTO OHa BUAWUT peasibHble AaHHble, XOTA B pe3y/bTaTe TakKoro 3anpoca b6yaer
HaXOAUTBLCA TOMBKO TO, YTO HAM HYXHO.

B peanbHOM >»XW3HM HaNOroBYK MOJMUMIO TaK He obMaHelwb, MNOTOMYy 4YTO TaM CUAST
haneko He noxu. Ho Ha 3TOM npuMmepe BWAHO, UYTO BblOLIKA MOXET 0OKa3aTbCS OT/INYHbLIM
MeToaoM obecnedeHus 6esonacHocTu. Mbl MoxeM oTobpaxkaTb MOMb30BaTENSM TOJSIbKO TeE
AaHHble, KOTOPblE UM HYXHbl U HM4Yero 6onblie. MNpn 3TOM B HaWMX pyKax OCTAlOTCSA BCe
WHCTPYMEHTbI MO YNpaBneHUO NpaBaMn AOCTyNa Ha BbIOLWKY, He 3aTparvBas npasa AoCTyna
Ha camun Tabnuubl.

Taknm 06pasoM, C MOMOLLbI pa3HbiX BbIOLWIEK K OAHUM U TeM Xe TabanuaM 3KOHOMUCTbI
MOryT BMAETb OAHM [AaHHble, Byxrantepus Apyrve, a OTAEN KaapoB TpeTbu. EcCnm HyxHO
nokKasaTb KaKylo-TO AOMOSHUTENIbHYIO KOJIOHKY, TO MpOCTO A06aBnseM B 3anpoC BbIOLWKKU U
Bce. HMKakux npaB U3MEHATb YXe He Haao 6yaer.

CucreMHbie BbHOLWKU

B kaxgoi 6a3se gaHHbIX MOryT 6biITb CUCTEMHbIE BbIOWKWN, KOTOPble CO34al0TCS CepBEPOM
aBTOMaTuU4yeckn. He coBeTylo pa3spelwaTb K HUM AOCTYyM, MOTOMY UYTO OHM MOTyT MOKa3aTb 4YTO-
HMOYAb NIMWHEE, YTO NMOMOXET XaKepy MOAHSATb CBOM MpaBa WM MPOCTO UCMOPTUTb AAHHbIE.
CuCcTeMHble BbIOWKM HauMHAOTCS C npedukca sys M B KOJIOHKe Type CnuMcKa CBETUTbCS
Haanucb System.

Mpoueaypbl N PpyHKUNMU

CoBpeMeHHble cepBepa 6a3 AaHHbIX MNOAAEPXKMBAIOT O4YeHb YA0BHYy Bewuuy -
XpaHuMble npoueaypbl U GyHKUMK. DTO KoA Ha a3bike PL/SQL nnu Transact-SQL (3aBucuT oT
6a3bl), KOTOpbIA BbINOJHSAETCS NpSAMO Ha cepBepe 6a3 AaHHbIX. Yepe3 Takme npoueaypbl
MOXHO BbIMOMHATL Kakne-nnbo AeNCTBUA Ha cepBepe Wan NpocTo BblbnpaTb AaHHble, KakK BO
BblowWwKe. Kaxxaon npoueaype MOXHO Ha3HavaTb CBOM Mpagsa.

Mpwn paccMOTpeHUU posiel Mbl yxe Buaenu npoueaypbl B cnncke o6beKkToB, Ha KOTOpbie
MOXHO Ha3HayaTb NpaBa M B 3TUX CTPOYKAX AOCTYMHa TOSIbKO KonoHka EXEC (BbIMosHEHUE),
MOTOMY 4YTO Mpoueaypbl MOXHO TObLKO BbINONHATD.

XpaHuMble npouenypbl U OYHKUUM pacnoioXXeHbl BHYTPM onpenesieHHOM 6a3sbl. YTobbl
yBUAETb  npoueaypbl, Hanpumep, 6a3bl  gaHHbix  Northwind, Bblbepn  BeTKy
Databases/Northwind/Stored Procedures. 3aecb NOAHO CUCTEMHbIX TMpoUeayp, WMeHa
KOTOPbIX HauyMHalTcsa C npedukca dt_, a B kKonoHke Type cBeTuTcsa Hagnucb System. K
TakuMM npoueaypam Jfydlle He pgaBaTb AOCTYNM HWUKOMY, €CnM HeT ocobon HagobHOCTW.
dyHKUMM MOXHO yBMAETb B BeTke Databases/Northwind/User defined function.

YT106bI M3MEHUTb MpaBa AOCTyna npoueaypbl N QYHKUMM HYXXHO LLENKHYTb MO €€ UMEHMU
npaBoii KHOMKOW M B nosiBuBweMcss MeHk BblbpaTb All tasks/Manage permissions. lMNepen
HaMMU OTKPOETCS OKHO, KaK MpW Ha3Ha4yeHWu MnpaB Ans BblOWEK, HO ANS npoueayp MOXHO
M3MEHATb TONIbKO KONOHKY EXEC, a ana ¢dyHkunin EXEC n DRI.

Monutuka npas

HekoTopble agMUMHUCTpaTOpbl NO6AT Ha3HayaTb MpaBa, B3sB 3@ OCHOBY KaKylo-TO
CYLLECTBYIOWYO posib, HanpuMmep, public. 2To He BepHO, MOTOMY YTO B 3TOM POSIN MOXET
6bITb TakMe npaBa, KOTopble abCOMIOTHO HE HYXHbl Nosib3oBaTensM. CTapalTecb Ha3HadaTb
npaea C CaMoro Hyns.

Sl Bcerga HauMHal HOBYH pOJib C TOJIOF0 JINCTa U Aald TOJIbKO CaMblii HEO6XOAUMBbIN
MUHUMYM. Ecnv nonb3oBaTenu npocAT 6osblie MpaB, U OHW AENCTBUTENbHO HYXHbl, TO S
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nosblllato npaBa. Ecnu peictBoBaTb HAaob0opoT M M3Ha4yasbHO paspellatb BCe, TO rae
rapaHTusl, YTO B MNOC/EACTBUU HEHYXXHbIE U B TO K& BPeMs ornacHble npasa 6yayT ybpaHbil.

Ewe oaHa npobreMa MOHMXEHUA paspeLlleHuin KpoeTcs B MpuBblyke. [lonb3oBaTenu
MOrYT TMPUBbLIKHYTb, YTO WM MHOrOE pas3peLlleHo M MOTOM 3anpeT 6yaeT MpoucxXoamTb C
60/blWNM CKaHAaNOM. HUKTO He NbuT, Koraa ux rnpasa yWweMastoT ABepblo.

Tabnuubl/6a3bl

Ba3bl AaHHbIX XpaHSAT CBOM HACTPOMKW N CEKpPeTHble MapaMeTpbl HE B peecTpe U He B
oTAeNbHbIX alinax, a B CUCTEMHbIX Tabnuuax/6asax gaHHbIX. OHN HUYEM He OTNMYatoTCs OT
Apyrmx ob6bekToB 6a3bl M Ha HMX TaK Xe MOryT HasHayaTbCsa npasa. HM B KoeM ciy4yae He
paspeLlan noab3oBaTensM npasa Ha AOCTYN K 3TUM Tabnuuyam 6e3 ocoboit HagobHoCTW.

B SQL cepBepe 0cob60 BaxHble CUCTEMHbIE AaHHble XpaHATCS B 6asax AaHHbIX master u
msdb. MUMeHHO 3Tn 6a3bl AaHHbIX Heobxoaumo 3awwmwaTtb. B Oracle geno obcrtouT mMHaue,
MOTOMY YTO TaM Kaxaas 6as3a AaHHbIX CYLEeCTBYET KaK OTAE/IbHbIA 06BbEKT U CUCTEMHbIE
Tabnuubl HAXOAATCA BNEPEMELLKY C NOJIb30BaTE/IbCKUMN.

MpakTnyeckn Bce cepBepa 6a3 paHHbIX npegnaratoT (unm 6e3 cnpoca) yCTaHOBUTL
TecToBble 6a3bl AaHHbIX, KOTOPbIE MOFYT MCMNONb30BaTbCA A1 00y4YEeHUS AN TECTUPOBAHMUS
cuctembl. Ecnn y Tebs ctoaT Takme, TO 0653aTenbHO cenyac Xe yaanun, NoTOMY UTO Ha 3TU
6a3bl ycTaHaBnuBaeTcss nybnmuHbin goctyn. Ecnm B3noMwumk 6yaeT 3HaTb MMEHa Win
napameTpbl Nt060ro peasnbHO CyLLECTBYOWeEro obbekta B CUCTEME, TO 3TO MOXET yNpoCTUTb
ero 3ajauvy.

MPUKOHHEKTUBLUMCL K TECTOBOW 6ase, MOXHO Yy)e BbIMNOSHATb Kakue-TO KOMaHAbl OT
MMeHUn cepBepa M HaBpeanTb OC unm pabouei 6a3e gaHHbIX. HUYero nuwHero B cMcteMe He
JOMKHO 6bITb. TeM 6osiee 4YTo Ha Takue Tabnuubl/6a3bl AaHHbIX CTOSAT AOCTATOYHO BbICOKUE
npaea Aaxe Ans rocrs.

UToro

HecMoTpsi Ha TO, YTO B KayecTBe mpuMmepa ucnosib3osanacb MS SQL Server, noHsATMS
npase, pofen u ayTeHTUdUKauMMm eCcTb NpaKTUYEeCKMm BO BcCeX 6asax JAaHHbIX. 3Has Bce
pacCMOTpeHHble HamMu npasuna, Tebe ocTanocb TOAbKO y3HaTb cneunduky mx
ncnonab3oBaHus B TBoen 6ase u Tbl B 6e30nacHoCTw.



